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,QWURGXFWLRQ
$KROLVWLFV\VWHPVWKHRU\SHUVSHFWLYHORRNVDWWKHGHVLJQRIODUJHVFDOHGLVWULEXWHGV\VWHPVWKURXJKWKHOHQVRID
³GHVLJQ VSDFH´ LQYROYLQJ IXQGDPHQWDO WUDGHRIIV EHWZHHQ ( Efficiency PHHWLQJ TXDQWLWDWLYH REMHFWLYHV ZLWK
PLQLPDOXVHRIUHVRXUFHV5 RobustnessPDLQWDLQLQJHIILFLHQF\GHVSLWHGLVWXUEDQFHVDQGFRPSRQHQWXQFHUWDLQW\
$ Adaptation WKHDELOLW\ WRDGDSW WRFKDQJLQJ V\VWHPFRPSRQHQWV DQGREMHFWLYHV 9 Verification SURYLGLQJa 
prioriJXDUDQWHHV DV IRUPDOO\DVSRVVLEOHRISHUIRUPDQFH DQG 6 Scalability WKHDELOLW\ WR VFDOH WKHGHVLJQDQG
LPSOHPHQWDWLRQWRDUELWUDULO\ODUJHV\VWHPV
$VLWVWDQGVDOWKRXJKWKHVHPHWULFVDUHIDLUO\ZHOOXQGHUVWRRGLQGLYLGXDOO\WKHLUFRPELQDWLRQLVXVXDOO\GRQHLQD









systems &36 VHH )LJ   6XFK GLVWULEXWHG V\VWHPV DUH FRPSULVHG RI VHYHUDO VXEV\VWHPV WKDW LQWHUDFW LQ WZR
GLVWLQFWEXWLQWHUGHSHQGHQWZD\Vphysical interactionsLHKRZHDFKORFDOVXEV\VWHPDIIHFWVLWVQHLJKERUVDQG
cyber interactionsLHWKHVHQVRUVDFWXDWRUVDQGFRPSXWHUVFRQWUROOLQJWKHVHVXEV\VWHPVDQGWKHQHWZRUNRYHU
ZKLFK WKH\ FRPPXQLFDWH DQG FRRUGLQDWH  %HIRUH GHOYLQJ LQ WR KRZ WKH ILYH SHUIRUPDQFHPHWULFV WKDW ZH KDYH










SRRUO\ ZLWK WKH GLPHQVLRQ RI WKH V\VWHP DQG XQGHVLUDEOH LQ WHUPV RI SHUIRUPDQFH DV WKH FROOHFWLRQ RI
PHDVXUHPHQWVEURDGFDVWLQJRIFRQWURODFWLRQVLQYDULDEO\LQWURGXFHVdelay LQWKHFRQWUROOHU7KHQDWXUDOVROXWLRQLV
WKHQWRKDYHDGLVWULEXWHGFRQWUROV\VWHPLQZKLFKHDFKORFDOVXEV\VWHPLVHTXLSSHGZLWKLWVRZQFRQWUROOHUDQGLQ
DGGLWLRQ GHOD\ FRQVWUDLQHG FRPPXQLFDWLRQ LV DOORZHG EHWZHHQ WKHVH FRQWUROOHUV LW LV IURP WKLV GLVWULEXWLRQ RI
FRQWURODXWKRULW\WKDW&36HPHUJH
























WKHQ VKLIWV WR WKH GLVWULEXWHG VHWWLQJ DQG FRQVLGHUV QRW RQO\( DQG5 EXW 6$ DQG9 DVZHOO  ,Q SDUWLFXODUZH
LQWURGXFH RXU QRYHO localized FRQWURO DUFKLWHFWXUH DQG LOOXVWUDWH LWV HIILFDF\ WKURXJK DQ /& LQGXFWRUFDSDFLWRU
FLUFXLWFDVHVWXG\:HVKRZWKDWLWLVDEOHWRDFKLHYHWKHVDPH(DQG5SURILOHDVDcentralizedLHQRQ6$RU9
VFKHPHDOO WKHZKLOHGUDPDWLFDOO\ LQFUHDVLQJ6DQGLPSURYLQJ$DQG9 6HFWLRQZLOOHQGZLWKDGLVFXVVLRQRI
IXWXUHZRUNDQGDVXPPDU\RIRXUPDLQSRLQWV
$VLPSOHFDVHVWXG\















WRWDO &36 UREXVWQHVV KDYH KDUG WUDGHRIIV DQG ERWK HIILFLHQF\ DQG GHOD\V LQ WKH F\EHU FRPSRQHQWV QHFHVVDULO\
DJJUDYDWHDFKLHYDEOH&36UREXVWQHVV2QHIDPLOLDUDQGXQLYHUVDOIHDWXUHRIUHDO&36LVWKDWLPSURYLQJHIILFLHQF\LQ
q 




IUDJLOLW\ DUH LQFXUUHG IRU LPSURYLQJ HIILFLHQF\ LVZKDWRXUZRUN VHHNV WRXQGHUVWDQG± LQ WKH FDVHRI DQ LQYHUWHG
SHQGXOXPWKHDQVZHULVERWKHOHJDQWDQGLQWXLWLYH




   (0)
 
ZKHUH x LV WKH SRVLWLRQ RI WKH FDUW y LV WKH SRVLWLRQPHDVXUHPHQW XVLQJ WKH H\H z LV WKH GLVSODFHPHQW IURP WKH
SRVLWLRQRI LQWHUHVW DQGn LV WKH VHQVRUQRLVHM LV WKHPDVVRI WKHFDUWm LV WKHPDVVRI WKHSHQGXOXPg LV WKH















 LIq>l,      QRQHLIq=l,     LIq<l 
'RZQZDUG
 LIq>l,      QRQHLIq=l,      LIq<l 

7KHVHZHOONQRZQODZVVD\QRWKLQJDERXWOLPLWVRIUREXVWQHVVDQGHIILFLHQF\KRZWKH\LQWHUDFWRUKRZWKH\DUH
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  
ZKHUH LVWKHWUDQVIHUIXQFWLRQIURPPHDVXUHPHQWQRLVHnWRWKHRXWSXWz DQG DUHWKH
XQVWDEOH SROH DQG QRQPLQLPXP SKDVH ]HUR UHVSHFWLYHO\ DQG Ĳ LV WKH WRWDO GHOD\ LQ WKH FRQWURO V\VWHP IURP
PHDVXUHPHQW WRDFWXDWLRQ$VDQHJDWLYHYDOXHRIȁܶሺ݆ݓሻȁLQGLFDWHVUREXVWQHVV WKLV LQWHJUDOSODFHVDKDUGORZHU
ERXQGRQ WKHQHWDFKLHYDEOH IUDJLOLW\RIDFRQWURO V\VWHP LQ WKHSUHVHQFHRIPHDVXUHPHQWQRLVH)LJXUHGHSLFWV
JUDSKLFDOO\WKHHIIHFWVRIULJKWKDQGSODQHSROHV]HURVDQGGHOD\VRQWKH%RGHLQWHJUDO$UHDVRIORZVHQVLWLYLW\DUH






WKHUHVXOWLQJV\VWHPLQGHSHQGHQWRI WKHFRQWUROOHUXVHG (i) There exists a fundamental tradeoff between R and E
&RPSDULQJWKHGLIILFXOW\RIEDODQFLQJDORQJRUVKRUWSHQGXOXPLWLVHDVLO\VHHQWKDWDVKRUWHUSHQGXOXPLVKDUGHUWR
EDODQFH WKDQ D ORQJHU RQH 1RWLFH WKDW IRU DQ\ QRQ]HUR GHOD\ WKH LQWULQVLF IUDJLOLW\ LQFUHDVHVZLWK ODUJHUp RU
DOWHUQDWLYHO\ZLWKVPDOOHU l. $OWKRXJKKLJKO\VSHFLDOL]HG WKLVFRQFHSWH[WHQGV WRPRUHJHQHUDOV\VWHPVDQGDQ\
&36ZRXOGIDFHVLPLODUWUDGHRIIVZLWKDEVROXWHOHYHOVGHWHUPLQHGE\WKHGHJUHHRILQVWDELOLW\DVPHDVXUHGE\WKH
PDJQLWXGHRIXQVWDEOHSROHVRIWKHV\VWHPVHQVRUQRLVHDQGFRQWUROOHUGHOD\; (ii) Sensing location matters$VWKH
H\H¶V SRLQW RI IRFXV LV PRYHG IURP WKH WLS RI WKH SHQGXOXP WR D ORZHU SRLQW DORQJ WKH SHQGXOXP WKH WDVN RI
EDODQFLQJWKHLQYHUWHGURGEHFRPHVPRUHDQGPRUHGLIILFXOW7KHRUHWLFDOO\WKLVPDQLIHVWVLQWKHSRVLWLRQRIWKH]HUR
PRYLQJ LQ IURP LQILQLW\ WRZDUGV WKH SROH DVq GHFUHDVHV  7KLV LQ WXUQ LQFUHDVHV WKH ERXQG DQG KHQFH IUDJLOLW\
LOOXVWUDWLQJWKHQHHGWRSURSHUO\SODFHVHQVRUVDQGWKURXJKDGXDODUJXPHQWDFWXDWRUVLQ&36V\VWHPV)RUWXQDWHO\
WKLV LVVXH FDQ XVXDOO\ EH HDVLO\ DGGUHVVHG WKURXJK SURSHU GHVLJQ; DQG (iii) Delays impact the robustness and 
efficiency tradeoff7KLV LVFOHDUO\PDQLIHVW LQ WKHORZHUERXQGDVĲp VHWVDEDVHOLQHIUDJLOLW\ :HZLOODUJXHWKDW
F\EHU GHOD\ LQ FRPPXQLFDWLRQ DQG FRPSXWLQJ FRPELQHG ZLWK F\EHUSK\VLFDO GHOD\ LQ VHQVLQJ DQG DFWXDWLRQ
VLPLODUO\SOD\VDODUJHUROHLQWKHDFKLHYDEOHSHUIRUPDQFHRI&36 
/RFDOL]HGGLVWULEXWHGRSWLPDOFRQWURO
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GLVFUHWL]DWLRQ LW RIIHUV D FRQYHQLHQW RSSRUWXQLW\ WR LOOXVWUDWH WKH FKDOOHQJH RI XQVWDEOH QHWZRUNV D JURZLQJ




IRUDSUHVFULEHGGHQVLW\ZHDVVXPHDFWXDWRUV WREHXQLIRUPO\GLVWULEXWHG ,QSDUWLFXODUZHIL[ WKHGHQVLW\DW
:LWKWKHVHFRQWUROLQSXWVDWRXUGLVSRVDOZHPD\QRZZULWHWKHIXOOV\VWHPG\QDPLFVDV
  
ZKHUHB LV DPDWUL[ RI¶V DQG¶VZLWK VSDUVLW\ FKDUDFWHUL]HGE\ WKH DFWXDWRU ORFDWLRQV DQGw LV DQ H[RJHQRXV
GLVWXUEDQFHWKDWZHZLVKWRVXSSUHVV
$VDOOXGHGWRHDUOLHUZKHQGHVLJQLQJDFRQWUROOHU WUDGHRIIVZLOOH[LVWFKDUDFWHUL]HGLQ WHUPVRIHIILFLHQF\DQG
ORFDOLW\ ,Q WKLVSDUWLFXODUFDVHVWXG\ZHZLOO LQYHVWLJDWHKRZWKHIROORZLQJSHUIRUPDQFHPHWULFV WUDGHRIIDJDLQVW






&RPPXQLFDWLRQ VSHHG LQRUGHU WR LOOXVWUDWH WKH WUDGHRIIEHWZHHQFRPPXQLFDWLRQVSHHGDQGSHUIRUPDQFHZH
FRQVLGHU D GHOD\HG FHQWUDOL]HG DQG GLVWULEXWHG RSWLPDO FRQWUROOHU  ,Q WKH IRUPHU VFKHPH DOO PHDVXUHPHQWV DUH
WUDQVPLWWHG WR D FHQWUDO FRPSXWHU WKDW FRPSXWHVRSWLPDO FRQWURO DFWLRQV DQG WKHQEURDGFDVWV WKHVH DFWLRQV WR WKH
DFWXDWRUVVXEMHFWWRFRPPXQLFDWLRQGHOD\V,QWKHGLVWULEXWHGVFKHPHDFWLRQLVWDNHQLPPHGLDWHO\EDVHGRQORFDOO\
DYDLODEOHLQIRUPDWLRQDQGGHOD\HGJOREDOLQIRUPDWLRQ7KHSHUIRUPDQFHRIWKHVHWZRVFKHPHVLVFRPSDUHGLQ)LJ



































































































 &HQWUDOL]HG 'HOD\HG&HQWUDOL]HG 'HFHQWUDOL]HG /RFDOL]HG
&RPPXQLFDWLRQVSHHG  [ [ [
&RQHOHQJWKT    
&RQHUDGLXVd 0D[LPDO 0D[LPDO 0D[LPDO 
1RUPDOL]HG/4*FRVW    

'LVFXVVLRQDQGVXPPDU\






E\VLPSO\ LQFUHDVLQJ WKHVSDFHWLPHFRQHRIQHLJKERULQJFRQWUROOHUVD ORFDOL]HGUHGHVLJQFDQEHGRQH LQRUGHU WR
DGDSWWRWKHFRQWUROOHUIDLOXUH





DFWXDWRUV DUH QRLV\ DQG GLVWXUEDQFHV ZLOO ³OHDN´ DFURVV VSDFHWLPH ERXQGDULHV  )RUWXQDWHO\ WKHUH LV D ZHOO
GHYHORSHGEUDQFKRIFRQWUROWKHRU\QDPHO\UREXVWFRQWUROWKDWH[SOLFLWO\WDNHVLQWRDFFRXQWXQPRGHOHGG\QDPLFV




QRUP WKDWZH FRQVLGHUHG DV D SHUIRUPDQFHPHWULF LQ WKLV SDSHU WKHUH LV QR ORVV LQ GHVLJQLQJ ORFDOO\ ± WKLV LV D
SURSHUW\ RI WKH QRUP ZKLFK DOORZV XV WR GHFRPSRVH WKH GHVLJQ SUREOHP LQWR D GLVWXUEDQFHE\GLVWXUEDQFH
RSWLPL]DWLRQ7KLVLVQRWWUXHLQJHQHUDOKRZHYHULQGXFHGQRUPVLHWKRVHWKDWPHDVXUHZRUVWFDVHUHVSRQVHVVXFK










:KLOH WKH WKHRU\ RI FHQWUDOL]HG FRQWURO V\VWHPV LV TXLWH DGYDQFHG DQG FDSDEOH WKDW RI GHFHQWUDOL]HG V\VWHPV LV
QDVFHQW 7KURXJK ORFDOL]DWLRQ WKH DQDO\VLV WDVN PD\ QRZ EH GLYLGHG EHWZHHQ ORFDOL]HG UHJLRQV JLYLQJ KRSH WR
REWDLQLQJERWKWKHRUHWLFDOKDUGERXQGVRQWKH(5$9DQG6VSDFHDVZHOODVWUDFWDEOHFRPSXWDWLRQDOPHDQVRI
DFKLHYLQJWKHVHERXQGVIRUV\VWHPVRISRWHQWLDOO\XQOLPLWHGVL]H
$VZHKRSH WKDWZHKDYH DOUHDG\ LOOXVWUDWHGE\ ORFDOL]LQJ WKH V\VWHP WKH FRQWURO VFKHPHQDWXUDOO\EHFRPHV
VFDODEOHUREXVWDQGDGDSWDEOHZLWKUHVSHFWWRGLVWDQWSHUWXUEDWLRQVDQGFKDQJHVDVZHOODVHDVLHUWRYHULI\DVWKLV
RQO\QHHGVWREHGRQHZLWKLQHDFKORFDOL]HGUHJLRQ$OWKRXJKWKLVLVRQO\WKHEHJLQQLQJRIULJRURXVDQDO\VLVRXU
QXPHULFDO H[SHULPHQWV VHHP WR LQGLFDWH WKDW WKHUHH[LVWVDQDSSURSULDWH OHYHORI ORFDOL]DWLRQ IRUZKLFK WUDGLWLRQDO
HIILFLHQF\UREXVWQHVVWUDGHRIIVDUHKDUGO\DIIHFWHGLIDWDOO
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